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Step O: The 
Standard Login 
The process begins exactly as it 
always has. Navigate to the CAS 
portal and enter your current 
credentials. 

____ '°·_'""'_·.,_•§U•Ml·iii,t•lfaMI·tiUI·liMW• 

Login to your account to start using the application. 

Username 

Password 

( 
CJI Remember Me 

Login 

Activate Account II Forgot Password 
Copyright C> Information Technology Division 2023 
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I �t · ti,. - - th n1 1a 1ng . : e 

Security Upgrade 

1. Download Google Authenticato
from your mobile app store.

2. If you already have it, proceed
immediately to the next step.

Your account is not registered. 
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Linking Your 
Device via QR Code 
Open the Google Authenticator 
app on your phone. Tap the '+' 
icon and select 'Scan a QR code'. 

Can't scan the QR code? Use manual entry instead 
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Troubleshooting: Manual Setup 
If the camera scan fails , generate a text key manually. 

Manual Mobile Authenticator Setup X 

Secret key to register is: 

YIEl37KGOT7SSSW7QECP27DEFHV343LK Copy 

j 

J _ Type this 
\ into your App 

Close 

\ 
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CRITICAL: Save Your Scratch Codes 

These are emergency backup codes. If you lose your phone, these are the 
ONLY way to access your account. 

Scratch codes: 

41188833 76800229 44571216 

75526051 87374488 

CONFIRM PRINT CANCEL 
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Verifying the Connection 
Enter the 6-digit code from your Google Authenticator app to 
finalize the link. 

Confirm Account Registration 

Confirm your account registration by providing a token from the 

authenticator app on your device. Once the token is validated, 

your account registration will be finalized. 

Token:* ----------------. 

Device Name: 

trusting_austin 

REGISTER CANCEL 

• • • • • • • • • • • • 
123 
456 
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Trust Settings & Device Registration 
Register your trusted personal devices to reduce the frequency of 
authentication prompts. 

Register Device 
Please name the current device. 

Name•-------------~ 

thirsty_faraday 

How long should we remember this device? 

Expiration .. -

0 Hours 

REGISTER 

Tip: 
Set "Expiration" to a 
higher number of 
hours for personal 
devices you use 
daily. 
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Routine Logins: What to Expect Next Tiine 

On future logins, select your registered device and enter the current Token. 

Your selected device for multifactor authentication is: convo 4 . 

Token:* 

CANCEL 

You can select another device for multifactor authentication, if convo 4 is not your 
current device. 
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Managing Your Registered Devices 

The following multifactor authentication devices ore registered for you, mowordi: 

Cl Convo 4 

~ 2926· 02·11T88:13:87.917+08:09(Asia/Kuala_Lumpur) 
'1l 1778768787822 

SELECT DEVICE DELETE DEVICE 

You can also register another device to use for multifoctor authentication. 

REGISTER 
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Auth,entication Successfu 

Log In Successful 

Yo1u, mawardi, have succe•ssfully· logged into• the 

Cen1tral Authe1ntica1tion Serv .. ice. 

Note: The system may s1 ate �t ···does not know about your 
target de·st�nation.' Tlhis :is norm1al� ¥ou ar1e log·ged i'n. Manually 
navi,gate to your inte1nded portal (,e. 19�, Studen Po,r al, 1HR)1 now'" 
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MFA Setup Checklist 

Install Google Authenticator app downloaded. 

Scan QR Code or enter Key manually. I \ 

I 
/ 

Save Scratch codes (Printed or written down). 
// 

11 
II\ l 

I \ I Verify Token entered and device registered. I I 

For security reasons, always log out and exit your web browser when finished. 

-~ ►3 I ¥i?ts3@1h 
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